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BLACKOU1



I'm a part-time reserve soldier with an IT techni-
cian and system administrator role. My civilian job
is technology consulting for large corporations.
Most of my colleagues are part-time reservists
as well. Our main tasks are keeping military and
civilian networks secure and defending our crit-
ical infrastructure against attacks. We make our
systems more resilient by controlling access to
them. A special team supports our comrades out
in the field with information warfare strategies.

‘ The world’s becoming more and more intercon-

nected, and the growing influence of digital
technology on our physical reality is now a central
concern. Most technological innovations give rise
to both opportunities and risks. Civilians and mili-
tary alike are heavily dependent on (information)
technology and critical infrastructure ranging
from satellites up in space to energy suppliers.
Whether coordinated or in parallel, automated or
not, cyberattacks could be a prelude to conven-
tional warfare. These days, they even constitute
a business model. Information warfare has taken
on a vital role in combating continual efforts to
manipulate information across a broad front,
particularly through fake news that can have a

)

decisive impact on public opinion. \

CYBERNETICS AND INFORMATION




23 September
2050

Basel

Switzerland
Central Command

ATTENTION

ALL UNITS !/

REPORTS CONFIRMED !/
BLACKOUT IN BASEL [/

12 minutes earlier,
Swiss Armed Forces
Intelligence Centre

YES, FORWARD
INFO TO HQ !/
WE'VE 6OT
12 MINUTES TO
PREPARE
COUNTERMEASURES !/

THE BOM8 THREAT
WAS A HOAX !

A JAPANESE STUDENT
DECRYPTED A
COMMS CHANNEL !/
AWAITING CONFIRMATION,
BLACKOUT EXPECTED
IN BASEL /

ENEMY PRESENCE
STRONGLY SUSPECTED !



Central Command

TEAM
ALFA,
CAN YOU

HEAR ME
2

PRESENCE
OF ENEMY
MERCENARIES
CONFIRMED !/

START 8Y
SEARCHING
SENSITIVE
AREAS !

[

*EPFL : ECOLE POLYTECHNIQUE FEDERALE DE LAUSANNE

COLONEL !

SECOND MESSAGE
DECRYPTED 8Y
EPFL™ !

ENEMY PRESENCE
CONFIRMED !/

THOUGHT
TO 8E
MERCENARIES !/

EQUIPMENT

UNKNOWN
"t

LOUD AND
CLEAR,
COLONEL !
WE'RE IN

POSITION
"t

ROGER
"t

WORK WITH
LOCAL POLICE
TO SET UP A
SECURE
PERIMETER
AND DEAL WITH
ACCIDENTS
CAUSED 8Y

THE 8LACKOUT
!

INTELLIGENCE
TEAM ECHO,
CAN YOUu

HEAR ME
fd

UNDER-
STOOD !
STAY ON i
HIGH ALERT ! '
WE HAVE NO
INFO ON
THE ENEMY
"
Intelligence
Centre PERFECTLY,
COLONEL.

FIND OUT WHERE THESE
MERCENARIES CAME
FROM, WHAT EQUIP-
MENT THEY HAVE, AND

MOST IMPORTANTLY WHO

THEY'RE WORKING FOR
/

To be
continued...



I work in reconnaissance, and I'm regularly deployed
in different theatres of operation, increasingly in
urban environments. Our battlefield is intercon-
nected and complex because the number and variety
of threats have grown. The main reason for this is
easier access to technologies and systems that used
to be restricted to state-controlled armed forces. We
have a lot of physical and digital sensors supplying
us with vast quantities of data all the time. They're
monitored remotely by my civilian colleagues, all IT
experts, who also handle the transfer of raw and
pre-analysed data. Manipulating information is
getting easier and easier, and the repercussions this
has on public opinion can’t be ignored. This is why it
is of vital strategic importance for us to validate and
authenticate each piece of information.

The main challenge military personnel face on missions
today is filtering and processing all the information
and data collected to form a detailed, objective picture
of the situation. Every decision and its consequences
depend on this. With this in mind, we make extensive
use of automated processes supported by new tech-
nologies that allow us to refine our analysis and thus
also our decision-making. Our colleagues away from
the battlefield support us massively by making the
most of every possible source of information - put
simply, we see them as our guardian angels!

SITUATION ANALYSIS AND RECONNAISSANCE




Basel,
University Hospital

TEAM ALFA
REPORTING !
HANDLING
CASUALTIES WITH
THE MEDICAL CORPS !

TEAM BRAVO /
WHAT'S HAPPENING

IN THE CITY CENTRE
)

Meanwhile,
in the city centre

TEAM 8RAVO

REPORTING
!

MULTIPLE
COLLISIONS !/
ASSISTING
CIVILIANS !/

Fabrikstrasse TEAM DELTA,
SITUATION

REPORT !/

WE'RE IN
FABRIKSTRASSE,
SUSPICIOUS
ACTIVITY
DETECTED...
DEPLOYING
RECONNAISSANCE
DRONES.



>DRONE TANGO
TO TEAM DELTA _

>MOVEMENT DETECTED,
THERMAL CAMERA
ACTIVATED_
>TRANSFERRING DATA_

DELTA TO HQ !
ENEMIES
LOCATED !
THEY'RE USING
OPTICAL CAMO
" REQUEST

BACKUP
ASAP !

Basel,
University Hospital

TEAM ALFA
REPORTING !/
HOSPITAL

ZONE SECURED !

WILL JOIN
TEAM DELTA
AS BACKUP !

Lausanne

To be
continued...



I'm deployed in a range of different environments,
but mainly in urban areas. We rarely use static infra-
structure, so we can adapt to agile, asymmetric oppo-
nents as well as complex and changing battle condi-
tions. We're more independent and self-organising
than would have been the case in the past.

I’'m more or less permanently connected, not only
to the rest of my team, but also to many experts
working together in locations across the globe. This
connectivity hinges on digital sensors built into our
uniforms, so we count on the supply and storage
of renewable energy to power them. We've got
new vehicles and smart weapons designed mainly
for urban combat. To minimise our dependency on
logistics, we use rapid prototyping to repair and
upgrade some of our kit, and robots follow us around
carrying the heavy stuff.

4

Mobility’s so central to what we do these days
that most of my colleagues have the flexibility to
work anywhere in the world. They remotely control
weapons systems that give me protection and gather
data from the field to help me understand my imme-
diate surroundings. These data are processed and
analysed continuously. In every phase of operations,
each decision’s backed up by artificial intelligence to
arrive at an objective, optimised solution as quickly
as possible. Our physical and digital sensors, just like
our weapons systems, are interconnected and can be
accessed remotely by authenticated users.

MOBILITY

4




Basel, Fabrikstrasse

TEAM ALFA
APPROACHING
FABRIKSTRASSE
FOR BACKUP

IN

- ———m

¢IRE

TARGETS
ACQUIRED
8Y THERMAL
IMAGING

TEAM DELTA !/
BEGIN ATTACK
ON MY SIGNAL

TARGET 1
DOWN.

TEAM ALFA !
TAKE DOWN
TARGET 2/



TOUCHING
DOWN !

ALFA TO CENTRAL
COMMAND. TARGETS
NEUTRALISED ON
FABRIKSTRASSE.
CONFIRM MERCENA-
RIES, OCTO 6ROUP.

OH,
NO/! coLONEL

Intelligence Centre

INTELLIGENCE
TEAM ECHO
TO HQ !
OCTO 6ROUP
IS KNOWN TO
WORK FOR
TERRORISTS.

Central
Command

TERRORISTS...
THE BLACKOUT
IN LAUSANNE
MUST 8E
LINKED TO THE
ONE IN BASEL.

80M8
DETONATED
IN

LAUSANNE
"t

To be
continued...
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As a soldier, I'm regularly deployed in operations of
varying length and intensity. Nowadays, thanks to a
range of technological advances and remote tracking
of my vital signs, I'm able to fight more effectively,
and my life expectancy has increased significantly.
Sensors permanently capture all my personal physio-
logical and medical data, which are analysed to offer
me the best possible support. | use an exoskeleton
in my day-to-day work. It improves my stamina and
concentration by reducing the fatigue caused by
carrying heavy loads.

My whole team has been given basic medical training,
so we can provide first aid immediately during opera-
tions out in the field. 3D printers and a direct video link
to our doctors help us to ensure adequate treatment.

V04

It's become essential for our colleagues working remotely
and in difficult situations to receive psychological as
well as physiological support throughout their mission.

SIS

PHYSIOLOGICAL AND MEDICAL SUPPORT




Lausanne,

Station SENDING
DATA VIA CHUV*
MEDICAL
NETWORK
!
TEAM CHARLIE O DLICHAMP
TO COMMAND ! TO CHARLIE /
’ I'M UPLOADING
A IC\LES 5 A?L:'Y TREATMENT
INSTRUCTIONS
Fgfﬁ’\sme FOR YOU !
BIOSENSORS
IN PLACE !
LINDER-
STOOD.
THANKS. Central
Command
ARGH
CENTRAL
COMMAND
TO CHARLIE,
DRONE
DELIVERING
MEDICAL
SUPPLIES IN
1 MINUTE 17.
oK !
USANNE
47y HOSPTTAL VALO LA
* cHu\[: UN‘IVEQ
guT
NO
ATTENTION ’
crppLie ! NANEON
SOCIAL '
NETWORK
CHATTER
ALSO
SUGGESTS
ENEMY
PRESENCE IN
LALUSANNE ...
Intelligence

Centre

Central
Command

TEAM CHARLIE,
WHERE ARE
you ?

IT'S A HOAX !
THE TERRORISTS
ARE SPREADING

MISINFORMATION

ON SOCIAL MEDIA
!

THE POWER COMPANY
CONFIRMS THAT THE
LAUSANNE BLACKOUT ISN'T
LINKED TO THE ATTACK !/
IT'S A KNOCK-ON EFFECT OF
THE TERRORIST 8LACKOUT

IN BASEL /
Lausanne,
near the station SECOND 8OMR
FOUND /
CHARLIE BOMB
DISPOSAL TO
COMMAND !
DEFUSING...



DAMN 1IT,
I'VE NEVER
SEEN
WIRING
LIKE THIS
BEFORE !/
REQUEST
TECHNICAL
SUPPORT !/

Lausanne
station

* AVS : AUTONOMOUS VEHICLES

Meanwhile,
atETHZ*

CHARLIE 8OM8B
DISPOSAL, THIS IS
PROFESSOR BACKER

AT ETH ZURICH.

I HAVE EYES ON
YOUR B8OMB, SENDING
YOU THE SEQUENCE
TO DEFUSE IT.

THANKS
!

CHARLIE TO HQ,
FIRST AID
ADMINISTERED !/
AVS* TAKING
CASUALTIES
TO THE HUG™,

SECOND B80OM8
DEFUSED,
SECURING
PERIMETER.

* HUG : GENEVA UNIVERSITY HOSPITALS

HO1I3KNZ 3MNHOSHOOH 3HOSINHO3L 3HOSISSON39013  ZH13

Basel, city centre

TEAM B8RAVO !
TARGETS
LOCATED,
REQUEST
BACKUP

ASAP !

>MEDEVAC DRONE 3
DEPARTING FOR
GENEVA_

>ETAIN 12 MINUTES
37

TEAM
CHARLIE
TO GENEVA,
CONFIR-
MING
PATIENT
DEPARTURE.

To be
continued...



I'm a connected soldier, constantly interacting with a
wide range of systems at varying distances. My capa-
bilities have been enhanced significantly since the
advent of intuitive, personalised human-machine
interfacing. All repetitive tasks and those requiring a
lot of manual labour are performed by machines. My
work now centres on overseeing these machines and
handling tasks that still need human input, such as
decision-making, strategic situation analysis and liaising
with civilians. | operate in synergy with the machines -
we've become inseparable. They allow me to conduct
fast and detailed assessments of the risks arising from
my decisions with the aid of real-time scenarios. My
digital assistant helps me to evaluate, sort and analyse
the constant stream of information | receive.

Our armed forces have become more flexible and
effective thanks to this synergy between humans
and machines. It's true that we have to spend more
time on maintenance these days, but it's a price
worth paying to keep the team working at its
best. All soldiers are becoming more independent
because they're better informed and entrusted
with more responsibility, which has allowed the
armed forces to become less hierarchical and thus
more agile and responsive. Today’s soldiers aren’t
just there to carry out orders, they're individuals
capable of making tactical decisions, prioritising
orders and working out the best course of action in
a given situation. In view of this seamless interaction
between humans and machines, more effective
armed forces and soldiers with more responsibility
for their own actions, the introduction of smart
combat equipment also brings the hope that loss
of life can be minimised when conflicts occur.

OO0 O

HUMAN-MACHINE INTERFACING

o LKL
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Close to Nusshof

LNDER-
STOOD,
TEAM
BRAVO...

OID YOU ALL
HEAR THAT P

SEND AN AT*
SUPPORT TO
TEAM 8RAVO WITH
SUPPLIES GEARED
TO URBAN COMBAT !/

I'M TALKING
RIGHT IN THE
MIDDOLE OF BASEL !/

WAIT, AS Oq !

DELAY DEPARTURE
>AUTONOMOUS SUPPORT 09 30 SECONDS.
LOADED_ SROUTE
>DEPARTING IN 12 SECONDS_ CALCULATED

I'M PUTTING SOME
HOT DRINKS IN
FOR THE CIWIES !/
IT'5 GOING TO 8E
A LONG NIGHT !
>MEDPACK
DRONE 3
DEPARTING_
OK, HOW
CAN WE
STOP THE
ENEMY
USING
OPTICAL

CAMO ?



>Al 23X TO LOGISTICS TEAM
SIERRA_

>USE JAMMING FOR 100%
EFFECTIVENESS_

>LAUNCHING HYDRONE_

>JAMMING ACTIVATED_
>RANGE 4 KM_

Rhine

Not far from the
Tinguely Museum

>HYDRONE 9
IN POSITION_

[P

Central
Command

Basel, city centre

OPTICAL CAMO

DISABLED,
TAKE THEM
DOWN
!
Intelligence
Centre
>Al 23X TO
COMMAND _
" >PROBABILITY
TEA
BOAVO CALCULATION
0 HQ, COMPLETE_
TARPGETS >ORIGIN OF
DOWN / ATTACK: MUSTAIR,
GRAUBUNDEN,
46.627045 NORTH,
10.454172 WEST_
00D
wORK,
BRAVO
!
To be

continued...



My colleagues and | are stationed in a civilian setting
rather than on a military base. Cyber warfare is now
commonplace, and our independence and mobility
allow us to be more responsive and mount an effective
defence. We engage in combat remotely through our
computers, which are all interconnected to ensure
a fast and robust response. As soldiers, we're being
monitored and analysed all the time, and our oper-
ational decisions are based on our direct interaction
with each other. Artificial intelligence supports and
automates decision-making processes.

We're constantly in touch with our allies in combat
situations. We use shared data formats and simulta-
neous translators so everyone can speak in their native
language. In general, everything’s standardised in the
interests of total interoperability. We observe exactly
the same rules of engagement as our allies. Regular
inter-army training exercises are held to strengthen
our cohesion and our confidence in each other.

!

That being said, we still need to be on our guard.
The stakes can change fast at the global level, and
today’s partners could suddenly become tomorrow’s
enemies. That would turn the interoperability that's
been so crucial to our success into a major vulnerability
as our new enemies could infiltrate our systems. As
welcome as interoperability is, therefore, we need
to be able to revoke it at any moment.

INTEROPERABILITY



AFFIRMATIVE,

500 km above Central Command COLONEL FEIST.
the Earth
>TRANSFERRING IS THIS ABOUT
DATA_ THE ENEMY CAMP
>GRID REFERENCE: P
46.627045 NORTH,
10.454117 WEST_ THIS IS
COLONEL
FEIST YES.
SPEAKING.
MUSTAIR
POLICE,
ARE YOU WE'VE BEEN
RECEIVING FOLLOWING ON
ME THE INTRANET.
? THE ENTIRE

AREA'S SECURED.

AIRSTRIKE X&8K

2 minutes by air TO HQ, MUSTAIR
>ENEMY CAMP from Payerne TARGET DEFINED /
CONFIRMED _ ETA IN 6 MINUTES.
>MOVEMENT
DETECTED_

ENGAGE !

Bern



>DOWNLOADING FACIAL
RECOGNITION DATA _
AIRSTRIKE X&68K TO HQ /
TARGETS DOWN.

MUSTAIR POLICE TO
COLONEL
FEIST, VISUAL
CONFIRMATION:

ENEMIES DOWN
!

Central
ALL UNITS ! Command
ENEMY APPEARS TO 8E
NEUTRALISED !
e1000 ENg‘ij‘i,e / PRIORITISE RESTORING
ANTI-PERSONNEL HEALTHCARE AND COMMS IT'S GOING TO 8E A
INFRASTRUCTURE / LONG NIGHT /
MICROMISSILES
ARMED ! WORK WITH 600D LUCK !
THE CIVILIANS /
Miistair Police

Station PHEW

TARGET
AREA CLEAR,
AIRSTRIKE
Xe8kK !

END
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