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				This strategic foresight document is the result of a research project funded by the technology fore-sight program of armasuisse Science and Technology. It is a thematic research on the future of the Internet of Things at the technological level and its implications for security and defence.
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				For decades, the concept of the Internet of Things (IoT) has steadily transitioned from a futuristic vision to an everyday reality. When combined with military environments, IoT promises to revolutio-nize defence strategies, operational efficiency, and battlefield dynamics. 

				While the topic of IoT is not new, we explore in this document transformative intersections, revisiting both the foundational elements and emerging trends that will shape the future of military IoT. Co-ming back to the basics presenting and analysing core IoT components – semiconductors, sensors, en-ergy, antenna, cyber-security, edge-computing - we aim to better understand how developments in artificial intelligence, machine learning, and wireless transmissions will enhance military capabilities. 

				Peppering the report with «what if» situations, we hope to project readers into different possible futures. These speculative elements challenge conventional thinking and inspire a forward-looking mindset. They encourage readers to envision how dual- or multiple-use products or functionalities might reshape military operations in unprecedented ways. 

				Join us on this journey through the past, present, and future of IoT in military contexts, where each technological breakthrough holds the potential to redefine our approach to security, efficiency, and reliability in the digital age. 

				This document is brought to you by the technology foresight research program of armasuisse Science and Technology. The program aims to inspire, inform and instruct the armed forces and its various stakeholders about the opportunities and threats brought about by the use of technology. Through its products and activities, it contributes to a collaborative and participative endeavour that strengthens Switzerland’s defence capability. 

				We wish you an inspiring read. 

				Foresightly yours,

			

		

		
			
				Dr. Quentin Ladetto

				Head of Technology Foresight

				armasuisse Science & Technology

				https://deftech.ch | https://armasuisse.ch
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				Information has always been at the center of warfare. Sharing real-time information between sec-tors is a critical aspect involved in managing the battlefield.

				Many innovative tools, protocols and algorithms overwhelm the present of the IOT*. Shaping the futurs with all of them is like resolving a Rubik’s multicahedron** with n particles on each side. By chance, several patterns already exist between the sides, improving the chances to trace a path that’ll lead somewhere.

				IOT is a complex mix of interdisciplinary domains like mobile computing, software architectures, embedded firmware, wireless communication technologies, security, networking, sensing techno-logies, energy efficiency, information management, data analytics and artificial intelligence.

				As the society adapts to an increasingly complex security environment, it is imperative to unders-tand how to harness the power of technological improvements and what to operate within new geopolitical contexts. Investments in C4ISR systems and infrastructure to analyze and disseminate data is how advanced military organizations will make the difference.

				Fasten your seat belts, we’re engaging in a fascinating road-trip. From vision to execution, from chip to solution, get ready. The world of augmented possibilities gets available to shape our Futurs.

				Olivier Desjeux

				July 2024

				olivier.desjeux@advancedvalueglobal.com
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				*Since this publication is about IOT, it is assumed that the reader understands, or at least associates once for all this acronym with “Internet Of Things”. 

				**Multicahedron, plausible word describing a geometrical shape with multiple faces, the multiple being presumably a large figure. By the way, n is most likely also a large figure.
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				"The past is a present for the future."

			

		

		
			
				André Malraux
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				The IOT covers a very wide range of equally important expertise. The purpose of this document is to dive into the technology subsystems required for the success of a complete IOT system.
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				IOT EXPECTATIONS

			

		

		
			
				Exposed to the light of defence expectations, the requirement for IOT implementation is to provide strategic advantages for warfare superiority. Within the context of foresight analysis, the items of the taxonomy are individually considered, looking-out for the drivers and identifying trends having the potential to alter the course of the futurs. 

				The possible combination of drivers and trends of individual technologies should not be taken for granted. However this combinatory game is a way to stimulate the disruption along the course of linear evolutions. Playing with ideas, What If innovative practices could be generated ?

			

		

		
			
				IOT solutions carries tremendous potential in modern warfare systems, able to handle great quan-tity of signals within in depth and intense combat situations, in the heart of the battlefield, on the friend or foe side.
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				"The skillfull leader subdues the enemy’s troops without any fi-ghting ; he captures their cities without laying siege to them ; he overthrows their kingdom without lenghthy operations in the field... Without losing a man, his triumph will be complete."

			

		

		
			
				Sun Tzu, The Art of War
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				COHESIVE NETWORK IMPROVES SITUATIONAL AWARENESS,
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				IOT Sensing
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				IOT ACTUATING

			

		

		
			
				Used to Observe information from the field, sensors commonly operate off-grid to nurture the Orientation with the following key drivers :

			

		

		
			
				Non negotiable features required for IOT com-ponents operated in the military and defence context :

			

		

		
			
				The actuators are executing the orders coming from either the algorithm or the operator. They transform a Decision into an Action with the following key drivers : 
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				WHAT IF...

			

		

		
			
				WHAT IF...

			

		

		
			
				... smart-dust sensors could be spread disseminated and self- organize their reports. Purpose : provide real-time data to comple-ment situational awareness ?

			

		

		
			
				... the cornerstone of actuators relies on the order received com-monly by wireless activity. Bio-mi-micry suggests protein activation to convey messages ?

			

		

		
			
				Photo credit U.S Army, Internet of Battlefield Things (IoBT) Colla-borative Research Alliance (CRA) Opportunity Day, March 27, 2017)

			

		

	
		
			[image: ]
		

		
			
				[image: ]
			

			
				[image: ]
			

			
				[image: ]
			

		

		
			
				CONTEXT

			

		

		
			
				15

			

		

		
			
				Warfare of Things

			

		

		
			[image: ]
		

		
			
				Private sector origins 

				In the past, the technology was driven by mili-tary innovations, especially when dealing with radiofrequency equipment. Today, most, if not all, of current IOT equipment and applications are driven by the private sector, with the mili-tary lagging behind in everyday operations. The military sector has an opportunity to capture the experience from existing IOT by partnering with the private sector. The adoption of IOT enabled practices that consider the technolo-gical particularities of tactical systems has be-come a key factor of success in the Internet of Military Things. However, military operations re-quire operational specificities. Security, safety, robustness, interoperability challenges get challenged for adoption of new IOT systems.

				IOT enabled data is useful for establishing ad-vanced situational awareness in the area of operations.

				The decision makers activity is based on real-time observation and analysis generated by integrating data from unmanned sensors and reports from the field.

				The decision makers benefit from a wide range of information supplied by sensors and cameras dispatched on the battlefield and surroundings, also dispatched on manned or unmanned vehicles or soldiers.

				These equipment capture the mission lands-cape and feed data to a forward base, where it can be merged with data from other sources.

			

		

		
			
				INTELLIGENCE IOT OSINT 

				Artificial intelligence (AI) and specifically ma-chine learning (ML) improvements present significant opportunities to capitalize on the value of open-source intelligence (OSINT). Tech-nologies such as IOT contribute to maintaining an Intelligence superiority. However, the risks in the open source domain, including the pro-venance and validity of collected information must be carefully scrutinized. Concurrently, the Defence must re-imagine its relationships with industry and academia to leverage the ca-pabilities applied in the private sector. Because of the unclassified nature of open source infor-mation, OSINT presents a unique opportunity to explore new partnership models to speed the adoption of new tools, bearing in mind the risk to have bad or corrupted data.
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				Safety, Reliability, Risk
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				IOT equipment for military applications often find their inspiration from the private sector, with a preference for products and systems designed for constrained applications. Specific methods have been developed in a set of standards under the umbrella of IEC61503 in Europe. They describe the process to apply, design, deploy and maintain automatic safety-related systems.

			

		

		
			
				The Safety Integrity Level (SIL) is a classification for such system. A higher SIL Level means a greater process hazard and a higher level of protection required. Applicable on request by the procurement to products or systems like IOT solutions, the minimum military requirement sits between the level 2 and 3. Requiring the level 4 is possible, however, procurement exaggeration might lead to unbea-rable costs and restrictions of usage.
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				The fundamental concept is that any safety-related system must work

				correctly or fail in a predictable (safe) way.
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				Central to the standard are the concepts of probabilistic risk for each safety function. The risk is a function of likelihood of the hazardous event and its consequence severity. The outcome is the risk assessment matrix pictured on previous page.
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				"The effect of uncertainty on an organization’s ability to meet its objectives."

			

		

		
			
				Definition from ISO31000
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				1. What can go wrong ?
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				2. How likely is it to go wrong ?
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				3. If it does go wrong, what are the consequences?

			

		

		
			[image: ]
		

		
			
				[image: ]
			

			
				[image: ]
			

			
				[image: ]
			

		

		
			
				Source Unsplash
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				Remembering the Origins

			

		

		
			[image: ]
		

		
			
				" If we had computers that knew everything there was to know about things – using data they gathered without any help from us – we would be able to track and count everything, and great-ly reduce waste, loss and cost. We would know when things needed replacing, repairing or recal-ling, and whether they were fresh or past their best. We need to empower computers with their own means of gathering information, so they can see, hear and smell the world for themselves, in all its random glory. RFID and sensor technology enable computers to observe, identify and understand the world without the limitations of human entered data. "

				MIT AutoID Lab, Kevin Ashton 1999

			

		

		
			
				This bold statement from Kevin Ashton was definitely visionary, carrying flavors of utopia. 

				Let’s imagine today’s desirable future of IOT.
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				Rewind the clocks, back in the early 2000’s :

			

		

		
			
				WWW Companies just started operating static web sites

				PTT Former national Post and Telecommunication operators just became private 	(in Switzerland, from PTT to Swisscom)

				GSM The mobile network standard in Europe just commercially launched GSM 3G

			

		

		
			
				Connecting to a WiFi hotspot when travelling was a difficult, techy, and ultimately expensive experience.
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				From Wafer to Chip...
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				BY THE WAY, WHAT IS A "CHIP"? WHERE DOES IT COME FROM?

				HOW IS IT UTILIZED?

			

		

		
			
				Diam. 12’’ = 300mm

			

		

		
			
				4 x 4.7 mm

			

		

		
			
				Slice of pure silicon*

			

		

		
			
				Chip = Die = Integrated Circuit = IC
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				QUIZ

			

		

		
			
				How many dies on this wafer ?

				Total number of dies if the production batch had 12 wafers, with a yield of 98% ?
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				22 nm
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					USAGE

					Typical chip found in a commercial IOT equipment

				

			

		

		
			
				Semiconductor

			

		

		
			
				Feature size

			

		

		
			
				Wafer

			

		

		
			
				Photos credit from the author
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				Chip = Die = Integrated Circuit = IC
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				...From Chip to Solution
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				4 x 4.7 mm
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				Semiconductor

			

		

		
			
				Printed Circuit Board (PCB)

			

		

		
			
				Packaged 

				IOT Product

			

		

		
			
				IOT Solution
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				Photo credit AngloGold Ashanti

			

		

		
			
				Semiconductor chips stand at the heart of complex IOT Solutions.

				Each chip includes Millions of transistors frequently combined with analog functions.

			

		

		
			
				Photos credit from the author
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				Silicon*, SiO2, has semiconductor properties. It is the eighth most common element in the universe by mass.

				Slit in thin slices , called wafers, from single-crystal ingots, the pure silicon becomes the substrate for microelectronic components. 

				Complex and long processes are used, such as doping, ion implantation, etching, thin-film depo-sition of various materials, and photolithographic patterning to build as many as possible identical Integrated Circuits (IC), originating from the same design.

				Ultimately, the individual Chips are separated by mechanical sawing. The operation is called Dicing.
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				Source photo.ai
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				Semiconductor
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				DRIVERS

			

		

		
			
				*In the early days the Feature Size corresponded to the smallest feature on the chip. The gate length was often consi-dered as the smallest feature. For example the 0.18um technology of early 2000’s. Nowadays, the Feature Size is also called Node. With the 3D geometry of semiconductor structures and feature size getting below atomic dimension, the Node generation gets closer to a marketing name, even though it still relates to a feature.

				**Structures smaller than the electron coherence length (x100nm) are already produced. The semi-classical theory set in Boltzmann’s equation, which served for more than half a century, is no longer in use. Increasing density towards atomic feature size requires quantum description, starting with formalism for non-interacting electrons.

			

		

		
			
				Smaller

			

		

		
			
				Faster

			

		

		
			
				Low-Power

			

		

		
			
				Since the early days of semiconductor, the feature size* has always been a major driver of industries roadmaps, enabling :

			

		

		
			
				While processing time is still a dominant driver as an answer to increasing complexity of algo-rithms and massive amount of data, reducing bottlenecks at memory access and inter-chip data transmission is actively considered.

			

		

		
			
				Dennard’s scaling theory stated that the en-ergy consumption of a chip would stay in proportion to its size. Shrinking feature sizes allows to increase computing capabilities wi-thout consuming more energy. Architectural solutions have become increasingly important and will play a larger role in the future.

			

		

		
			
				Component density

				Transition rates

			

		

		
			
				Energy

				Cost

			

		

		
			
				Today’s most competitive roadmaps target sub-nanometer** feature size before 2030.
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				Semiconductor
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				IC OPTIONS

			

		

		
			
				ASIC, MCU Or FPGA ?*

			

		

		
			
				*The abbreviations are described in the last section

			

		

		
			
				Unlike FPGAs, an MCU or an ASIC may include the peripherals required to operate the final unit.

			

		

		
			
				Takeaway from the recent armasuisse Deftech Days about Mission-Critical : Defence equip-ment shall also take advantage of massively produced non DO-254 lightweight low-cost components, for improved agility and adapta-bility.

				From electronic perspective, this statement suggests migrating from expensive FPGA based products towards highly integrated low-cost Micro-Controllers (MCU), or moving to ASICs.

			

		

		
			
				Low-Power optimization

				Include external components

				Reduced geometrical volume

				Reduced weight

			

		

		
			
				Let’s go to the construction area.

				The comparison is far from perfect but highlights several key differences :

				ASIC

				is like building a dream-house with specific bricks, custom made doors and windows. It is a very complex and unusual long work. At the

				end of the day the house perfectly matches the dreams.

				Comparison’s limits : while a dream-house is unique, ASICs are meant to be produced in multiple millions.

				Example : an ASIC inside hearing aids discri-minates the desired sound from the ambient noise, provides also wireless capabilities to in-terface with TVs or mobile phones.

				FPGA

				Lego bricks, doors and windows are used to shape the structure. They come in various shapes and colors and it is always possible to disassemble and rebuild part or all of the house.

				Example : FPGAs are used in missiles for appli-cations including guidance, control, targeting, and communications. Typical functions can be motor control, sensor inputs, signal processing and more.

				MCU

				Pre-built panels and wiring are brought to the construction site.

			

		

		
			
				They are quickly assembled and configured. The house is functional, the owner can select a limited quantity of options and the construc-tion time is unbeatable.

				Example : Drone flight controller unit runs the speed of each motor and stability of the air-frame.
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				Generic table, exceptions can occur, depending on the application and type of MCU.

				*NRE : Non-Recurrent Engineering : Research and Development, engineering and tooling, cost and duration

			

		

		
			
				
					ASIC

				

				
					MCU

				

				
					FPGA

				

				
					NRE* Cost

				

				
					Time to Release

				

				
					Analog blocks

				

				
					Real-Time Operation

				

				
					Parallel Processing

				

				
					Energy Efficiency

				

				
					Finished product dimension

				

				
					Field re-programmable

				

				
					Typical quantities (Units)

				

				
					x 10M

				

				
					In between

				

				
					x 100
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				Semiconductor
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				TRENDS

			

		

		
			
				eFPGA

				The embedded FPGA (eFPGA) is an IP core inte-grated into an ASIC that offers the flexibility of programmable logic without the cost of FPGAs.

				Programmable logic is especially appealing for accelerating machine learning applications that need frequent updating.

				An eFPGA provides the coverage required to launch products who will require onsite updates. Embedded FPGA helps programs consume less power and run faster.

				ADVANCED EDGE COMPUTING

				With one of the key drivers being the very low-power of operation, combined with ultra fast processing time, the Edge Machine Learning is

				meant to play a pivotal role in the future of IOT.

				The increase of hardware processing density together with the algorithm optimization pa-ves the way to tiny machine learning chips meant to provide microwatt powered artificial 

			

		

		
			
				intelligence capability directly at the physical sensor level. 

				The goal of On Device Learning (ODL) is to make sensors smarter and more efficient, obser-ving changes in data collected, self-adjusting the sensor’s operating model, and conveying through the network only the vital resulting in-formation.

				This trend is particularly strong for photonics sensors, prone to generate heavy loads of data. Edge AI saves wireless data communication and energy. Many algorithms will be transferred from cloud to edge.

				ADVANCED SECURITY

				The proliferation of tiny nodes with autonomous capabilities provides countless entry points to potential cyber threats. What was initially the secret area of advanced hobbyists has become the playground of professional predators.

				Advanced security is of utmost importance to preserve the integrity of the network and conse-quently the infrastructure within which the IOT

				takes place. Even a cyber attack on a single node may carry fatal casualties. Very capable advanced cryptographic functions are available at the hardware or embedded firmware level.

				The trend is the early integration of appropriate security mechanisms in the architecture as one of the key requirements of the specification. 

				Advanced Edge Computing participates to data privacy, avoiding to convey loads of perso-nal information on the network.
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				Source Pixabay
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				ADVANCED TECHNOLOGIES

				The progress in component density finds its li-mitation in the integration of analog compo-nents, who don’t scale like digital transistors.

				Moore Law focuses on shrinking the size of physical components while improving density and performance. 

				However, geometric scaling will eventually reach its limits as chips approach atomic levels of scale. 

				Samsung claims that “its 3 nm GAA process can achieve 45% reduced power usage, 23% improved performance and 16% smaller sur-face area compared to 5nm process”.

				The best way to think of these technologies is as more advanced technologies that enable smaller design features on a chip to the point where we will soon be reducing them to the size compared to single atoms. 

			

		

		
			
				
					Performance improvement, with a reduced dimension and controlled connection between terminals. New developments en-visage to use photonics to speed-up the in-ter-chip communication rates.

				

			

			
				
					Reduced mechanical stress with a tighter package.

				

			

			
				
					Security enhancement as inter-chip pro-bing probability gets highly reduced.
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				ADVANCED MATERIALS

				Silicon is the industrially preferred se-mi-conductor substrate material, with a stable native oxide (SiO2), which happens to be a good insulator prone to receiving positive (P) or

				negative (N) doping elements to create P-N semi-conductor junctions. However, one of the limitation to higher performance is the poor electron hole mobility in silicon. Also, silicon performance degrades at high temperatures, and exhibits limited photonics properties.
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					MEMS

					Sensors & actuators

				

			

			
				
					RF antenna or

					Optical communication

				

			

			
				
					Digital blocks

					CPU

					RAM
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				"The escalating demands for more me-mory, performance, and data rates ne-cessitate groundbreaking progress in packaging technologies, process tech-nology, and materials."

				Bill En, AMD

			

		

		
			
				While industry stretches towards higher pro-cessing speed, higher interfacing speeds and/or higher power circuits, advanced materials are required to push-back its intrinsic limits.

				The use of compound materials expands sili-con’s initial performances. Tracks like Synthe-tic Diamond offer promising futurs for power electronics. Graphene, as a single sheet of car-bon atoms, is explored for ultra-high conducti-vity semiconductors.

				ADVANCED ASSEMBLY

				Besides the obvious volume saving interest, network on chip provides :

			

		

		
			
				Image credit techovedas.com
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				WHAT IF ?

			

		

		
			
				BIO-SEMICONDUCTORS

				Bio-semiconductors are expected to exhibit characteristics similar to organic semiconduc-tors. However, they are not in application yet.

			

		

		
			
				QUANTUM SEMICONDUCTORS

				The qubit is the smallest possible unit of quan-tum information, which state is being conti-nuous-valued, but cannot be fully measured, copied, deleted, delivered to multiple reci-pients and cannot be hidden. The conventio-nal software rules of digital computing are reshuffled, but carries tremendous processing power. Today, most of research programs are international and collaborative. 
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				WHAT IF...

			

		

		
			
				WHAT IF...

			

		

		
			
				WHAT IF...

			

		

		
			
				...light and flexible cellulose-semi-conductors. built with renewable natural compounds, would com-bine its characteristics to interfere directly with microorganisms  ?

			

		

		
			
				... trade restrictions would limit the usage of quantum super powers to several happy few ?

			

		

		
			
				... the semiconductor integration comes to the point where quan-tum personal computers with its operating system, gets massively released ?

			

		

		
			
				...biosensors and disease diagnos-tic could trigger the appropriate treatment implants to anticipate the curing mechanism before symptom occurrence ?

			

		

		
			
				Quantum computers promise to deliver tre-mendous computation power and execute al-gorithms unreachable to classical computers. Several hardware quantum computing plat-forms compete. The technology who will prove most successful is still unknown. The leading schemes are based on superconducting cir-cuits or trapped-ion technologies. 

				Silicon-based quantum processors are on the way to industrialization within all-CMOS indus-try made qubits. While photonics has often been considered impractical because of dif-ficulties in generating the required quantum states. However, this method could turn out to be the dark horse.
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				PRINTED ELECTRONICS

				Inkjet printing technologies are considered as promising approach for the manufacturing of novel flexible and large area electronics, as the base substrate doesn’t need to be of semi-conductor type.

				Glass or passive polymer does the job. So far, printing methods do not allow the manufac-turing of electronic chips with high number of transistors. This figure is much lower compared to established conventional methods based on photolithography.

			

		

		
			
				Instant energy consumption, power reserve, physiological ability to perform are decisive parameters on the battlefield.
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				WHAT IF ?

			

		

		
			
				Will the augmented soldier bene-fit from disposable skin patch to monitor his operational ability ?
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				Source nature.com/articles/s41528-020-0078-9
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				OPTIONS

			

		

		
			
				infrastructure antenna

				Generally part of the network section, in-frastructure antennas are built to sustain harsh

				environment conditions. Modern designs make usage of enclosures in which one or se-veral elementary antennas take place. 

				A basic rule for installation of any antenna is “the higher the better”. 

				Reminder valid for any antenna : its volume size is inversely proportional to the wavelength. In other words, the higher the frequency, the smaller the antenna size.

			

		

		
			
				EMBEDDED antenna

				IOT sensors are often cost, size and shape constrained. 

				Embedding the antenna directly on the sensor is the preferred choice of the designers.

				Presented as the simplest solution, its perfor-mance might be strongly impacted by the en-vironment in which it is operating. 

				The same IOT sensor will display excellent range capability when affixed on an empty container, and very poor performance while this same container gets filled with liquid.

			

		

		
			
				EXTERNAL antenna

				More often used on IOT actuators, external an-tenna provides a false sense of security to its designer. 

				If the environment in which it is operating is most likely free air, the users have a tendency to hide it. Hiding the antenna has the same meaning from the electromagnetic perspective. In such case the IOT actuator will exhibit degraded performances due to its hidden antenna. In or-der to perform correctly the external antenna must be placed in a visible, open space.
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				Infrastructure antennas of different formats, frequencies and purposes on a rooftop.
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				4 External antenna WiFi router
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				Embedded Antenna 1

			

		

		
			
				Embedded Antenna 2
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				DRIVERS

			

		

		
			
				The antenna is a passive element who’s role is to convert electrical energy into radiated ener-gy, and vice-versa. Given that the transforma-tion is linear, it is totally reversible. The transmit antenna is the same as the receive antenna.

				Often overlooked during the design of an IOT system, the antenna should carry the greatest attention as it is the center piece of all the wi-reless communications. 

				A passive matching network is often required to minimize electrical losses between the elec-tronic transmitter or receiver and the passive antenna. A good antenna design is reached when integrating all the surrounding elements.

			

		

		
			
				BANDWIDTH

				As wireless IOT are principally derived from ci-vilian applications, they are operating within a strictly regulated spectrum of frequencies, 

			

		

		
			
				Embedded Antenna
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				making them vulnerable to adverse threats like jamming, eavesdropping or spoofing, just to name a few.

				Military IOT will attempt to escape with the utilization of different frequencies. But the an-tenna must be able to cope with this spread in spectrum.

				COST

				While the antenna cost in civilian IOT is of ut-most importance to reach market fit, it is not as severely impacting for military budgets.

				GAIN

				The Gain of an antenna is the concentration of radiated power into a particular solid angle of

				space. There’s no increase in total power above that delivered from the power source. The power increased in a specific direction is ba-lanced by power reduced in other directions.

				SIZE

				The reference size of an antenna is a dipole, where both elements of the dipole are a quar-ter wavelength dimension. For IOT equip-ment operating at 2.45GHz (Bluetooth, WiFi), it means an optimum dipole dimension of 6cm long. It is possible to circumvent this physical law by using specific materials like ceramics. Other than that, the size reduction is detri-mental to its performance.
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				TRENDS

			

		

		
			
				ACTIVE BEAM-FORMING

				The integration of beam-forming technology carries the potential to unlock innovative fea-tures. Antenna beam-forming is a technique used to control the directionality of an anten-na array. It consists of the organization of phase and amplitude of the radio waves emitted by each individual antenna element in an array to produce the requested radiation pattern. Fo-cusing the antenna’s radiation energy in a spe-cific direction creates a beam of radio waves that can be aimed at a target.

				Beyond the benefit of spectrum occupancy optimization, a reduced amount of energy is required to achieve the same result. Ultima-tely, privacy is the 2nd order winner as eaves-dropping gets more difficult.
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				ADVANCED MATERIALS

				The antenna design’s first consideration is its operating frequency and bandwidth required.

				An embedded antenna design is constrained by the mechanical geometry of the product. The designer is usually required to adapt and shrink the antenna to fit inside the space allo-cated.

				Advanced Materials like artificial metamaterial are here to help. They provide properties like negative permittivity and permeability that improve critical parameters of the antenna.

				The emergence of epsilon-near-zero materials exceptionally allows for an infinite wavelength of electromagnetic waves. 

				Special ceramics are used as a way to reduce the overall antenna size. Artificial metamate-rials are pushing the boundaries further.
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				RECONFIGURABLE ANTENNAS

				While miniaturized design having low weight and size is required especially for IOT sensors, miniaturized antenna designs have a draw-back of a lower gain. While this drawback can be partly compensated by advanced materials,

				another difficulty arises, when the require-ment for multiple frequency band operations happen. In the military context, spreading the spectrum is vital to escape adversarial threats.

				Switching are applied to antenna structures by incorporating PIN diodes, acting as ‘on’ or ‘off’ switches to achieve frequency configuration.

				Several layers of metamaterial superstrates can be combined over the patch antenna, controlled by the PIN diode switches to ope-rate at the requested frequency.

			

		

		
			
				RECONFIGURABLE INTELLIGENT SUR-FACES (RISs)

				RIS are used to expand the capacity and co-verage of wireless networks by smartly reconfi-guring the wireless propagation environment. Based on beam-forming principles combined with applications of machine learning, RIS are intelligent reflecting surfaces, with capability of proactively modifying the wireless commu-nication environment. 

				However, RIS only reflect the electromagnetic waves, therefore doesn’t require the complex and expensive electronic required to amplify and forward.

				The RIS comes in usage when the radio Line of Sight (LoS) gets blocked by obstacles. Since RISs compose a software defined wireless en-vironment, it provides enhancements of the received signal-to-interference-plus-noise ratio (SINR).
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				WHAT IF ?

			

		

		
			
				STRETCH THE LINE OF SIGHT (LoS)

				Reconfigurable Intelligent Surfaces (RIS) pro-vides an economical way to stretch wireless communication capacity beyond the Line of Sight (LoS). A limited amount of hardware and energy can reconfigure any surface into some sort of mirror of millimetric radio waves.

			

		

		
			
				The RIS technology doesn’t disclose the ra-diofrequency characteristics. A UAV RIS cap-tured by hostile forces won’t divulgate any compromising information.
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				WHAT IF...

			

		

		
			
				... fixed wing Unmanned Aircraft Vehicles (UAV) would carry RISs af-fixed under the wings ? Those RIS UAVs could be orbiting above the terrain for which an extension of the LoS is required, providing a su-perior telecom advantage.

			

		

		
			
				Source photo.ai
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				ACTIVE BEAM-FORMING

				When an aircraft gets grounded in hostile ter-ritory, his pilot is under threat. Whilst equip-ped with a Personal Locator Beacon (PLB), his activation exposes him to being localized by the hostile forces. (Ref.: Revue Militaire Suisse). 

				Instead of 360° radiation pattern, the downed pilot could be localized faster, with grea-ter precision, while reducing the probability of being detected by hostile forces. As time runs against the victim, such a feature would greatly improve chances of being localized.
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				WHAT IF...

			

		

		
			
				... the Personal Locator Beacon could concentrate and direct the transmission to a specific area ?

			

		

		
			
				Photo credit from the author | US Navy Search and Rescue exercise – SH60B, San Diego bay
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				Personal Locator Beacon

				360° radiation pattern
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				The IOT intrusion in warfare is still in its in-fancy. The projected growth is skyrocketing, raising the question about how its energy supply will follow. The battlefield’s harsh and unpredictable nature is such that, deployed IOT equipment must operate with high per-formance and without interruption for po-tentially extended time periods. Energy must be efficiently conserved throughout the ope-rating lifetime of a defined application. While growing pressure is placed on IOT sensors to deliver increasing quantity of data, the energy management reminds that it comes at the ex-pense of adversary factors such as

			

		

		
			
				Multiplying the sensors across the battlefield and its surroundings is only a question of time. The energy management will unfortunately act as a retainer against this multiplication.

			

		

		
			
				ENERGY MANAGEMENT

				Proactive and systematic monitoring, control, and optimization of all the equipment’s en-ergy consumption to ensure their operational function. 

			

		

		
			
				Monitoring an estimate of the power reserve of each equipment is a good practice. Converting it into remaining lifetime is vital to organize the energy supply chain.

			

		

		
			
				
					Increased weight

					More data is more power is more weight and volume to store the required energy.

				

			

			
				
					Stress over the supply chain, whether for battery replacement or recharging.

				

			

			
				[image: ]
			

			
				[image: ]
			

		

		
			
				[image: ]
			

			
				[image: ]
			

			
				[image: ]
			

			
				[image: ]
			

			
				[image: ]
			

			
				[image: ]
			

			
				[image: ]
			

			
				[image: ]
			

			
				[image: ]
			

			
				[image: ]
			

		

		
			
				[image: ]
			

			
				[image: ]
			

			
				[image: ]
			

			
				[image: ]
			

			
				[image: ]
			

			
				[image: ]
			

			
				[image: ]
			

			
				[image: ]
			

		

		
			
				[image: ]
			

			
				[image: ]
			

			
				[image: ]
			

			
				[image: ]
			

			
				[image: ]
			

			
				[image: ]
			

		

		
			
				[image: ]
			

			
				[image: ]
			

		

		
			[image: ]
		

	
		
			[image: ]
		

		
			
				[image: ]
			

			
				[image: ]
			

			
				[image: ]
			

		

		
			
				TECHNOLOGY SUBSYSTEMS

			

		

		
			
				41

			

		

		
			
				The energy source, its management and usage require careful consideration for the optimi-zation of all IOT equipment. The profile of the mission leads the equipment’s specification. Its energy strategy derives from the required operational lifetime. 

				Many complex factors affect the outcome of warfare. Ultimately, the energy is at the center of all the contingencies. The party able to

			

		

		
			
				STORAGE DENSITY

				The storage density is the ability to pack as much energy as possible inside a given volume. But the energy must be manageable without requiring excessive engineering, or exposing to unnecessary risks.

				SAFETY

				Loads of battery related casualties are com-monly reported on the civilian market. In a 
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					Decide and activate better and more powerful actuators,
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				exhibits warfare superiority, especially if resi-lient on the long run.

				Mastering the energy strategy is critical for the success on the battlefield.
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				military context the consequences may carry critical outcomes. Great caution must be exer-cised handling energy related considerations.

				EFFICIENCY

				The operational lifetime’s primary contributing factor is the energy consumption of the equip-ment. Huge energy savings would occur if a monitoring camera could sense and pre-ana-lyze one picture every minute, and self deter-mine the opportunity to resume or transmit the following video frames.

				AVAILABILITY - DRAIN

				An IOT sensor can remain in deep sleep mode, with near to zero energy consumption during a long time. Sudden activation for sensing and wireless transmission will require an abrupt and intense peak of energy from its source.

				The battery’s specification fits well with the global requirement of energy. But the brutal and intense peak requirements may exceed its electrochemical capabilities.

				The energy management must organize the availability in an efficient way.
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				TRENDS

			

		

		
			
				MATERIAL RESEARCH

				While lithium is today’s undisputed primary component, the volatility of its supply chain triggers intense research activity. Sodium (Na) is already a replacement challenger but other materials are on the spot.

				Since decades, most anodes use graphite to hold the lithium ions. Alternatives based on si-licon are expected to improve energy density and reduce the charging duration.

			

		

		
			
				SOLID STATE ELECTROLYTES

				Lithium-ion batteries and related chemistries use a liquid electrolyte that shuttles charge around.

				Solid-state batteries replace this liquid with ceramics or other solid materials, opening the path to :

			

		

		
			
				The architecture allows also to use lithium me-tal as the anode, which provides higher capa-city than the graphite anodes used for liquid electrolytes.

				Solid-state materials take advantage of robust production capacity such as lithography for layer deposition, opening the path to massive capabilities.

				MICRO-BATTERIES

				With limited capacity, micro-batteries can play a significant role, just keeping alive the mini-mum vital part of an IOT equipment.

				A prompt and efficient wake-up is provided by the smart energy management, transitioning to unlock additional energy sources. 

				Energy harvesting and micro-batteries com-bine well when smartly managed.

				Small footprint and high energy density op-pose each other. 

				Micro-batteries built with thin film stacks of-fers the capacity of being massively produced. 

				On-chip batteries offers monolithic integration capacity, such as surface mount placement, with other components on a printed circuit board structure.
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				Image credit TDK.com

			

		

		
			
				Improving the energy storage density

				Reducing the fire risk

				Canceling any chemical leakage occurence

			

		

		
			
				Faster charging time

				Reduced sensitivity to temperature

				Enabling novel geometries
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				GEOMETRIES

				Solid-state electrolytes paves the way to no-vel battery shapes. The traditional cylindrical shaped battery cell is dictated by the sealing of the container, required to prevent leakage of the liquid electrolytes. 

				With no worries about leakage, the solid-state battery’s geometry can accommodate the shape required by the user. 

				The layer deposition of solid-state electrolytes paves the way to flexible structures. New geo-metries can be imagined with flexibility in mind.

				EXPAND TEMPERATURE RANGE

				For proper operation, liquid electrolyte batte-ries must operate within a temperature range such that the electrolyte remains… liquid. The processes limiting low-temperature characte-ristics is a decrease of ionic conductivity in the electrolytes, resulting in capacity loss. 

				A typical lithium-Ion electrolyte exhibits limits from -20°C to +60°C. Both low temperature and high temperature outside of this bounda-ry will lead to degradation of performance and lifetime. 

				If low temperatures affect the performance and lifetime of the battery, exceeding high temperature limit causes irreversible damages, such as lithium plating and thermal runaway. exposes to increased risk of safety problems, including fire and explosion. 

				Extending the temperature range above the 

			

		

		
			
				current limitations improves the ability to ope-rate safely within military operational condi-tions.

				ENERGY HARVESTING

				Capturing enough energy from the surroun-dings to run the equipment fascinates as it provides a flavor of perpetual motion. However, for this dream to become true, the combina-tion of two other forces are mandatory: Opti-mized energy consumption and smart ener-gy management. Whether harvesting energy from sunlight, ambient radio-waves, mechani-cal vibrations, audio sound, temperature diffe-rence or from vegetables, the common ground is its scarcity. The trends are focusing on smart converters to extract the best of an energy source and make it available to an energy ma-nagement system.
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				WHAT IF ?

			

		

		
			
				MATERIAL RESEARCH

				Alternative material research for lithium repla-cement is running fast. So far the closest match is the abundant and cost effective sodium (Na), which unlocks new futures. The anode replace-ment by sodium (salt) doesn’t increase the en-ergy density of batteries but improves signifi-cantly its supply chain as it is considered as the sixth most abundant element on the planet. 

				In addition, nanoparticles can be used in many different parts of batteries, including anode, cathode, and electrolyte. Using nanoparticles contributes to cleaning and decreasing envi-ronmental pollution.

			

		

		
			
				Relieving the pressure on the IOT equipment supply chain is a strategic issue.

				SOLID STATE ELECTROLYTES

				The solid-state intrinsic nature of the batteries is such that the toxic waste is difficult to recy-cle. By design, the coherent intricate assembly of polymers, oxides and sulfide based electro-lytes is difficult and energy intense to separate for recyclability purpose.

			

		

		
			
				Dreaming of the holly grail doesn’t hurt, as long as it doesn’t convert into unrealistic promises.

			

		

		
			
				If the environment protection is not the first driver of military systems, aiming towards an eco-friendly design can only improve.

				MICRO-BATTERIES

				The phantasm of micro-batteries solves all pro-blems gets quickly confronted to the reality of their very limited amount of energy available. Such small volume batteries also carry the li-mitation of instant power availability: even if the theoretical amount of energy would be enough to cover the operational demand of the IOT equipment, its peak-power request ex-ceeds the micro-batteries drain capacity.
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				WHAT IF...

			

		

		
			
				WHAT IF...

			

		

		
			
				WHAT IF...

			

		

		
			
				... all the solid-state electrolyte ma-terial components be so abundant and harmless to the environment ?

			

		

		
			
				... micro-batteries could shrink even smaller, carry more energy, supply all the peak-power request and be environment friendly?

			

		

		
			
				... the composition of materials used didn’t carry recyclability concerns ?
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				GEOMETRIES

				IOT hardware electronic is always packaged inside a protective case, made of a material adapted to its purpose. The protective role of the case is of course mandatory, but contri-butes to increasing the weight and form factor of the equipment.

			

		

		
			
				Impossible to do with the liquid electrolyte, let us imagine that the solid-state battery plays also the role of protective cover, therefore contributing to optimizing the overall weight and dimension of the equipment.

				ENERGY MANAGEMENT

				Since the energy is at the root of operations of any IOT equipment it must be considered as a scarce resource. Great care must be exercised to avoid wasting to stretch the operational life-time to its best capabilities.

			

		

		
			
				The poly-factor environment of an IOT equip-ment is such that its operation may be adap-ted to the evolution of its context. The AI assis-tant would provide the ability to manage the energy appropriately, ensuring the availability of a power reserve for when required.

				ENERGY HARVESTING

				Based on conversion principles, the energy harvesting design begins with a model of ener-gy to be converted. Light energy is a good exa-mple, where the most efficient solar farms are adapting the elevation and azimuth of each solar panel. How does this efficiency translate to IOT equipment?
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				WHAT IF...

			

		

		
			
				WHAT IF...

			

		

		
			
				WHAT IF...

			

		

		
			
				... the protective case consisted in total or partially of the solid-state structure of batteries ?

			

		

		
			
				... an AI aided energy management system could help optimize the en-ergy conversion and distribution ?

			

		

		
			
				... the artificial intelligence could as-sist to identify precisely where and when to direct the energy harvester ?
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				Sensor
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				OPTIONS

			

		

		
			
				Sensors are hardware components for detec-ting different parameters from the environ-ment. They extend the eyes and the ears ca-pabilities of the command and control system.

				Most advanced sensors are fitted with pre-pro-cessing capability to summarize the parame-ters down to a certain level before transmit-ting data over a network. This network can be wired, but in a military situation the wireless option is predominant.

				The data gets aggregated into servers and computers who compile and process, running software applications and analytics, common-ly driven by artificial intelligence.

				The information is the outcome of the chain.

				In the CONTEXT section of this document, IOT sensing is used to differentiate the gene-ral sensing function of IOT equipment from the general IOT actuating. While the first one 

			

		

		
			
				provides data, the second one executes a com-mand. Other parts of this document refer to IOT sensor, still in the general context of sup-plying data to a host. This section gets more into the details of a sensor as a component, part of the IOT hardware.

				IOT sensors have the power to capture the real parameters of a situation. They are at the root of the real information. It is down the trans-mission and data analytics line that this true source gets exposed to manipulation and misleading representation. An IOT sensors is unbiased, by definition. The information, out-come of the global chain has already received several filtering and optimizations.

			

		

		
			
				IOT sensors play an increasingly important role in the Internet of Military Things.
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				IOT Sensors
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				Edge-Processing

			

		

		
			
				Algorithms
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				Several characteristics are dominant during the selection of a typical sensor. 

				Example : a temperature sensor wouldn’t re-quire a fast reactivity unless used for monito-ring gas leakages.

			

		

		
			
				We like to think that sensors convert the mea-sured parameters with High Fidelity (HiFi).

				HiFi is one of those outdated marketing acro-nym used to convey the feeling of emotions. Only specialists knew how to interpret the Hi-Fi’s characteristics, common to all sensors, or transducers.
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				SENSITIVITY

				Data change response to change in measured parameter

				ACCURACY

				Data on target

				PRECISION

				Same parameter – Same data

				RESOLUTION

				Smallest change displayed from the measured quantity

				DYNAMIC RANGE

				From min to Max, within Sensitivity, Accuracy and Precision

				LINEARITY

				Accuracy and Precision over the dynamic range

				REACTIVITY

				Duration required for the measurement

				JITTER

				Short term stability around the parameter

				DRIFT

				Divergence on the long run

			

		

		
			
				[image: ]
			

			
				[image: ]
			

			
				[image: ]
			

		

		
			
				[image: ]
			

			
				[image: ]
			

			
				[image: ]
			

			
				[image: ]
			

			
				[image: ]
			

			
				[image: ]
			

			
				[image: ]
			

			
				[image: ]
			

			
				[image: ]
			

			
				[image: ]
			

			
				[image: ]
			

		

		
			
				[image: ]
			

			
				[image: ]
			

			
				[image: ]
			

			
				[image: ]
			

			
				[image: ]
			

			
				[image: ]
			

			
				[image: ]
			

			
				[image: ]
			

			
				[image: ]
			

			
				[image: ]
			

			
				[image: ]
			

		

		
			
				[image: ]
			

			
				[image: ]
			

			
				[image: ]
			

			
				[image: ]
			

			
				[image: ]
			

			
				[image: ]
			

			
				[image: ]
			

			
				[image: ]
			

			
				[image: ]
			

			
				[image: ]
			

			
				[image: ]
			

			
				[image: ]
			

			
				[image: ]
			

			
				[image: ]
			

			
				[image: ]
			

			
				[image: ]
			

			
				[image: ]
			

			
				[image: ]
			

			
				[image: ]
			

			
				[image: ]
			

			
				[image: ]
			

			
				[image: ]
			

			
				[image: ]
			

			
				[image: ]
			

			
				[image: ]
			

			
				[image: ]
			

			
				[image: ]
			

			
				[image: ]
			

			
				[image: ]
			

			
				[image: ]
			

			
				[image: ]
			

			
				[image: ]
			

		

		
			
				[image: ]
			

			
				[image: ]
			

			
				[image: ]
			

			
				[image: ]
			

			
				[image: ]
			

		

		
			
				[image: ]
			

			
				[image: ]
			

			
				[image: ]
			

			
				[image: ]
			

			
				[image: ]
			

		

		
			
				[image: ]
			

			
				[image: ]
			

			
				[image: ]
			

			
				[image: ]
			

			
				[image: ]
			

			
				[image: ]
			

		

		
			
				Sensor

			

		

		
			[image: ]
		

		
			
				DRIVERS

			

		

		
			
				Source Pixabay
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				TRENDS

			

		

		
			
				The trends follow the same lines as for semiconductor (page 27).

				Smaller, Faster, Low-Power is a common trend for all the sensors.
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				MOLECULAR BIO-SENSING

				The abnormal concentration fluctuations of neurotransmitters are associated with brain-re-lated physiological events. Monitoring the dy-namics of extracellular neuro-chemicals in vivo can provide direct insight from the molecular basis of brain function.

				In vivo electrochemical analysis is a promising tool for such tasks due to the merits of high spatial–temporal resolution and favorable sen-sitivity.

				Photo-electrochemical sensing has been de-veloping quickly in recent years, targeting in vivo applications.

				Some small-molecule organic semiconductor based photo-electrochemical sensing makes use of the structural flexibility and readily tunable energy of the organic structure.

			

		

		
			
				QUANTUM SENSING

				Quantum sensors exploit the fundamental properties of atoms and light for environment measurements. The quantum states of par-ticles are extremely sensitive to the surroun-dings, which is a virtue for sensing. 

				Quantum sensors using particles as probes will quantify acceleration, magnetic fields, rotation, gravity and the essence of time more precisely than any conventional technology. 

				Smaller and more accurate atomic clocks, cameras to see through fog and around cor-ners, underground mapping structures are fo-reseen among others. 

				If their commercial promise still needs to be better appreciated, their military potential holds strong.
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				Source Monitoring of Animal Physiological Information Nano-Micro Lett. 16, 49 (2024)

			

		

		
			
				Source University Basel, Switzerland
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				WHAT IF ?

			

		

		
			
				NEURAL BIO-SENSING

				Soft implantable electrodes have been used by EPFL researchers, combined with semi-conductor ASIC design, running machine lear-ning algorithms, to produce a neural interface that can identify and suppress symptoms of various neurological disorders. The system ex-tracts and classifies a set of biomarkers leading 

				to symptom prediction.

				“NeuralTree functions by extracting neural biomarkers – patterns of electrical signals known to be associated with certain neuro-logical disorders – from brain waves. It then classifies the signals and indicates whether they herald an impending epileptic seizure or Parkinsonian tremor, for example. If a symp-tom is detected, a neurostimulator – also lo-cated on the chip – is activated, sending an electrical pulse to block it.”

			

		

		
			
				BRAIN ELECTRONIC SENSING

				Human brain sends over a million different movement instructions to the body to operate both simple reflexes and complex behaviors, 
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				WHAT IF...

			

		

		
			
				WHAT IF...

			

		

		
			
				... the machine learning algorithms running behind the implanted electrodes could also reveal the soldier’s biases in real time ?

			

		

		
			
				... the electronic brain interface could rehabilitate the altered mo-tion functions ?
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				through the actions of large distributed neu-ronal networks.

				With collection of nerve tracts running in the vertebral column, the spinal cord injury is often

				irreversible, causing partial or complete paraly-sis of arms, legs or both.

				Soldiers are exposed to high-impact contacts with strong potential of spinal cord injury.

				A digital bridge between the brain and the spi-nal cord is under exploration at the EPFL, in or-der to restore motor control of paralyzed limbs. Brain recording techniques such as electroence-phalography (EEG), electrocorticography (ECoG) and intracortical recordings is used to decode the motor intention and translate into electrical orders for activation of the muscles.

			

		

		
			
				Source Shutterstock
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				SENSOR FUSION

				A combination of sensors at the IOT level brings significant added value, especially with the advanced edge-computing power avai-lable nowadays.

				A new helmet tracker is based on MEMS tech-nology to sense angular rate of rotation, gravity and earth magnetic field along three perpen-dicular axes. On top of the 3 axis, x, y, z, the an-gular rates are integrated to obtain the orien-tation (yaw, pitch, and roll) of the sensor. This combination of sensors provides a 6 Degrees of Freedom (DOF) ideal for augmented and virtual reality inside-out applications. The hybrid opti-cal-based inertial tracker (HObIT) produced by Thales Visionix allows pilots to use their helmet-mounted cueing system for optimum symbolo-gy, sensors and weapons slaving.

			

		

		
			[image: ]
		

		
			[image: ]
		

		
			
				WHAT IF...

			

		

		
			
				... the sensor fusion also

				included non invasive brain elec-tronic sensing so the pilot could activate the systems only with his

				brain interactions?

			

		

		
			
				Images source Thales Visionix
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				WHAT IF ?

			

		

		
			
				MOLECULAR BIO-SENSING

				During COVID era, Bill Gates was under fire, with very angry and aggressive accusations of dissimulating bio-sensors inside each vaccine dose, for the purpose of massive populations control. 

				Three years later, Elon Musk got elevated to the highest rank of visionary when Neuralink publi-shed on the success of Telepathy, announced as the first implanted Brain-Computer Inter-face (BCI). 

				The pictures below shows that it is still far from being diluted inside an injection fluid.

			

		

		
			
				The picture reveals that the sensor consists of a network of fine threads reaching out to the brain. 

				Total thickness of this astonishing fine-art de-monstration of electronic integration is 8mm. The energy section is the main contributor to this relative thickness. 

				All this work is still experimental, despite No-land Arbaugh’s positive success. Since 2003, 

			

		

		
			
				Transpose to the military context, when the BCI will be smaller, massively implantable by robots.
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				Source Neuralink

			

		

		
			
				fewer than 20 people in the U.S. have received a brain implant, mostly on a research basis. To-day, the purpose of this experiment is to inter-face with various computer applications, like playing online chess and Mario Kart.

			

		

		
			
				[image: ]
			

			
				
					N1 IMPLANT

				

			

			
				[image: ]
			

			
				
					Energy

				

			

			
				
					Enclosure (top)

				

			

			
				
					Enclosure (bottom)

				

			

			
				
					Charging coil and ferrite schield

				

			

			
				
					Battery, power electronics and antenna

				

			

			
				
					Signal processing electronics

				

			

			
				
					Threads

				

			

			
				[image: ]
			

			
				
					Sensor

				

			

			
				[image: ]
			

			
				
					Pre-processing

				

			

			
				[image: ]
			

			
				[image: ]
			

			
				[image: ]
			

			
				[image: ]
			

			
				[image: ]
			

			
				[image: ]
			

			
				[image: ]
			

			
				[image: ]
			

			
				[image: ]
			

			
				[image: ]
			

		

		
			[image: ]
		

		
			[image: ]
		

		
			[image: ]
		

		
			
				WHAT IF...

			

		

		
			
				... Error 404 – Not Found

				Self censorship in progress, gover-nance issues foreseen.
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				QUANTUM SENSING

				Quantum sensing technology’s capabilities in monitoring, imaging, navigation, and identifi-cation have the potential for disruptive impact.

				When atoms are used for quantum sen-sing, they carry intrinsic noise while shifting between energy levels. However, when they get entangled, the entanglement property is such that they all behave in unison. This is how entanglement reduces that noise.

				Entanglement, which Einstein dubbed “spooky action at a distance”, could theoretically sync particles all the way to the edges of the universe.

				Acceleration measurement is foreseen as the great winner of this physical property.

			

		

		
			
				MICRO-ELECTRO-MECHANICAL 

				SYSTEMS

				MEMS sensors integrates mechanical and elec-trical components at a micro-scale.

				They are built for detection and measurement of physical parameters such as pressure, tem-perature, acceleration, gyroscope, magnetic field, vibration, and more.

				As an example, MEMS pressure sensors inte-grate mechanical and electrical components on a micro-scale, utilizing the principles of MEMS technology to convert pressure into electrical signals.
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				WHAT IF...

			

		

		
			
				WHAT IF...

			

		

		
			
				... quantum sensors with multi-ple entangled ions could overco-me GNSS frequency jamming, retaining high accuracy timing and navigation capability on the battlefield ?

			

		

		
			
				... advanced sensing technology could reproduce the tactile percep-tion and convert to relative sensa-tion for remote sensing feedback ?
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				OPTIONS

			

		

		
			
				The most favorable option states that a ma-jority of battalions and companies would be equipped with the means to carry out actions in electromagnetic space, with :

			

		

		
			
				The hybridization between civil and military, and the massive growth of IOT equipment is such that the armed forces will interface with products operating from civil networks. From the security perspective mobile phone users trust the :

			

		

		
			
				The Unique Identification (UID) is provided by the SIM card. The Data protection is provided by the network’s standards. Other networks consider the security differently.

			

		

		
			
				Public Network, WAN 

				SIM card + custom cyphering

				3G, 4G, LTE, 5G NB-IOT

			

		

		
			
				PRIVATE Network LAN 

				MAC address + standard protocols

				WiFi, Bluetooth

			

		

		
			
				PRIVATE Network LP-WAN 

				Custom Solutions

				LoRaWan Symphony Link

				MAC on Time (MoT)

			

		

		
			
				The technical improvement of data transmis-sion program via optical fiber and radio trans-mission is already on the way, as part of the project FITANIA, to support the air, ground operations as well as other capacities of the army.

				In the mean time, the Internet of Military Things grows in importance. Agile wireless equipment with significant interest is showing up continuously.
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				So what are the cyber-security options?
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				PRIVATE WAN : SIM CARDS

				Since 1991 Subscriber Identity Module (SIM) cards are connecting phones to the Global Sys-tem for Mobile (GSM) world.

				It all started with a full credit card size suppor-ting the security SIM chip connected under a connector. As mobile phones shrink, so do the SIM card.

				The coming generation is the embedded-SIM (eSIM), affixed directly on the phone’s electro-nic circuit.

				If IOT equipment can immediately take advan-tage of this feature, they can also elect to use dedicated IOT cellular chips with integrated SIM (iSIM) inside.

				The close future is already available with a complete dematerialization of the SIM, that stores the 15 digit number International Mobile Subscriber Identify (IMSI) and the 128 bit value authentication key (Ki) related.

				PRIVATE NETWORK LPWAN : CUSTOM

				One of the most secured LPWAN network, Lo-raWAN, standardized its security principles, replicating some principles of public WAN networks. A combination of key exchanges, determine how security session context is ge-nerated and how the confidentiality, integrity, and authenticity of messages are ensured.

				However, inherently to its stochastic operation and characteristics of the 868MHz band, Lo-RaWAN networks are not suitable for ultra-re-liable services. 

			

		

		
			
				WIRED VS. WIRELESS SECURITY

				Wired protocols have an intrinsic higher level of security over wireless. 

				The highest levels of security, which faces any of the hateful six, is embedded into the called Se-cure Elements, typically in use for card banking applications used on a safe wired peer-to-peer transaction.

			

		

		
			
				Specific dedicated private network LPWAN make usage of Secure Elements to assist ele-vating the global security of each transaction.

			

		

		
			
				
					THREATS : THE HATEFUL SIX

				

			

			
				
					Other attacks, like beacon synchronization are not counted among them.
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					Spoofing attacks

					Man-In-the-Middle attacks
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				Source Freepik
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				Cyber-Security
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				TRENDS

			

		

		
			
				QUANTUM COMPUTING

				Compared to our fastest and most cut-ting-edge classical computers, quantum com-puters have the potential to solve complex problems orders of magnitude faster. 

				While symmetric keys like the AES are antici-pated to be quantum resistant, the asymme-tric encoding used typically to protect Unique IDentification (UID) is exposed to the power of quantum computing. 

				The IMSI from SIM cards will theoretically be ex-posed to the power of quantum computing. The threat will become significant when quantum computers will become massively available.

				QUANTUM Cryptography

				The target of quantum cryptography is to “de-velop cryptographic systems that are secure against both quantum and classical compu-ters, and can interoperate with existing com-munications protocols and networks.” (source NIST).

				Based on the occurring and immutable pro-perties of quantum mechanics, the quantum 

			

		

		
			
				cryptography carries the potential to extend by far the security, way above any previous types of algorithms. While conventional cryptogra-phy is built on mathematics, quantum crypto-graphy is built on the laws of quantum physics.

				QUANTUM KEY DISTRIBUTION

				Quantum Key Distribution (QKD) works by sen-ding individual photon light particles across a fiber optic cable. the sender’s side change the physical orientation of each single photon to a specific position. A successful match of the re-ceived photon’s specific position confirms that the key hasn’t been intercepted. 

				Different types of quantum cryptography are under scrutiny by researchers, such as :

			

		

		
			
				using the property of quantum entanglement and other forms of quantum communications.

			

		

		
			
				Direct encryption,

				Digital signatures

				Position-based cryptography

				Device-independent cryptography

				Quantum coin-flipping (QCF)
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				Source ibm.com

			

		

		
			
				High energy particles flowing inside vacuum
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				1. Secure boot

				2. Secure firmware update

				3. Authentication

				4. Attestation

				5. Secure data storage

				6. Secure key storage

				7. Device personalization

				8. Key and data provisioning

				9. User date privacy

				10. Secure communication

				11. Runtime integrity checking

				12. Cryptographic acceleration

				13.  Secure protocol implementation

				14. Secure debug

				15. Feature/configuration/SKU

					management
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				The makings of a "hardware root of trust"

			

		

		
			
				Source IoT Analytics Research 2021
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				Cyber-Security
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				WHAT IF ?

			

		

		
			
				PUBLIC WAN : SIM CARDS

				The SIM card emerged as a security reference when the GSM was born (ref. Appendix 1). To-day’s versions of eSIM is a dematerialized ver-sion. With up to 8 downloadable eSIM, its secu-rity level has raised to a higher level, removing any possibility to for a fraudster to steal a phy-sical SIM.

				Tomorrow’s quantum computing might be standing on its way and to break the encryp-tion that protects much of our personal data.

			

		

		
			
				QUANTUM COMPUTING

				With quantum computing potential to com-promise conventional cryptographic methods, quantum cryptography combined with ma-chine learning are identified as perfect com-bination for next generation of security feature protecting digital identities.

			

		

		
			
				zero trust architecture

				In the world of cryptography, key management and trust setups is unfortunately too frequently overlooked. Think about the security of all the apartments of a condominium having all their individual door keys gathered in the poorly se-cured lobby.
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				WHAT IF...

			

		

		
			
				WHAT IF...

			

		

		
			
				WHAT IF...

			

		

		
			
				... the future quantumSIM could understand who we are, harness the power of AI and quantum com-puting safely to guarantee perso-nal privacy ?

			

		

		
			
				... the combination of bio-electro-nics with quantum algorithms and machine learning would provide the ultimate link to our un- com-promizable digital twin ?

			

		

		
			
				... the visibility of encryption keys could be hidden from the network. Adopting a zero trust architecture with separated network segments could reduce the visibility of crypto-graphy key storage ?
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				QUANTUM CRYPTOGRAPHY

				While cryptography theories based on mathe-matical functions is widespread and understood by many, the physical principles of quantum mechanics reach a higher level.

			

		

		
			[image: ]
		

		
			[image: ]
		

		
			[image: ]
		

		
			[image: ]
		

		
			
				WHAT IF...

			

		

		
			
				WHAT IF...

			

		

		
			
				... subversive minds took advan-tage of this difficulty to shape its own physics equations? Could the result be convincing enough to spread a parallel cryptography ?
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				SIM cards production batch including wireless transmission features.

			

		

		
			
				Photo credit by the Author

			

		

		
			
				... SIM cards could perform secure short-range wireless transactions by themselves, without requiring assistance from the smartphone’s infrastructure ? 

				Some innovations remain on the shelves. Despite first promising prototypes (picture below), this specific innovation never found its market.
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				Edge-Computing
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				OPTIONS

			

		

		
			
				The optional Edge-Computing stands between the Sensor raw parameter capture and the pre-processed data transfer. (Sensor, page 46) 

				The option to forward all the raw parame-ters via the network to the data-center places un-reasonable loads on the server. Even a simple pre-processing unit has the power to, at least, pre-filter the raw parameter and shape it in a friendly format for the data-center. Doing so removes a significant burden off the network, providing also energy savings: most of the power budget of an IOT sensor usually co-mes from the data transmission.

				A sensor captures portions of the ambient noise when operating close to its best sensiti-vity. The pre-processing consists in filtering out the ambient noise in order to transmit only the valid information. A microphone able to cap-ture whispers must remove the surrounding noise prior to transmitting the conversation. 

				Other sensors, like video cameras, capture loads of parameters, while only minimal information is really required from the user. A sophisticated edge-AI could, for example, count the number of people and transfer only this data. 

			

		

		
			
				To carry out machine learning (ML), IOT data are typically transferred to the cloud, or cen-tralized system for storage and processing. The resulting latencies and network traffic conges-tion become quickly detrimental to the perfor-mance of the overall system. 

				From simple mathematical operations all the way to complex sorting requiring the power of AI, the Edge-Computing :

			

		

		
			
				
					
						Adds a security layer when avoiding data transmission.
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						Removes traffic from network and load from data-center
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						Alleviates energy requirement from the IOT sensor

					

				

				
					[image: ]
				

			

			
				
					
						Improves real-time availability of usable data,
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				Until recently, attention was brought to the limited MCU’s pre-processing capability. Tre-mendous progress in semiconductor integra-tion brings neuronal networks at affordable cost very close to the sensor.

			

		

		
			
				IOT SENSORS
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				automotive and mobility

				Zillions of data bytes generated from the network level is putting massive pressure on data processing and structural optimization.

				Simultaneously, the semiconductor industry is engaged in a frantic race towards faster, denser and lower-power integrated processing, driven by the automotive and the mobility require-ments.

			

		

		
			
				Resulting from this race are microcontrollers (MCU) of very high-performance and low-power designed to operate at the edge of the massive sensor parameter collection to offload networks and data-centers.

				Vendors provide full catalogs of advanced com-ponents which include a set of integrated peri-pherals such as analog-to-digital converters and libraries of algorithms ready to produce decen-tralized intelligence enabled edge-computing.
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				Edge-Computing
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				TRENDS

			

		

		
			
				high-performance asics

				The convergence of generative AI and IOT so-lutions is a global trend, harnessing the perfor-mance of latest generation processors for de-centralized decision making. 

				Deep learning is of different formats, like Convolutional Neural Networks (CNNs), Re-current Neural Networks (RNNs) or Generative Adversarial Networks (GANs). Striking break-throughs are achieved in the segments of computer vision, speech recognition, and na-tural language processing.

			

		

		
			
				It is a matter of time before ASICs with com-putational acceleration such as eFPGAs, Gra-phics Processing Units (GPUs), Tensor Pro-cessing Units (TPUs) and Neural Processing Units (NPUs) get integrated with IOT sensing equipment, to the benefit of solving complex learning, planning, and decision-making pro-blems.
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				Futuristics representation of a high-performance ASIC

			

		

		
			
				Source photo.ai
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				WHAT IF ?

			

		

		
			
				AUDIO SENSORS

				The combination of two or three tiny MEMS microphones into one same housing provides more data for an edge-processor to filter-out the ambient noise and even determine the spatial relative origin of incoming sound.

			

		

		
			
				VIDEO SENSORS

				Videos sources are the largest data producers. Vehicle classification is a priceless edge appli-cation as the machine learning algorithm ins-tantly translates to Indication Friend or Foe (IFF), just like onboard fighter jets. However, decep-tive tactics are able to lure the identification.

			

		

		
			
				VIBRATION SENSORS

				The raw parameters provided by a vibration sensor affixed to an axle, or its bearing, are fil-tered and classified by an edge-intelligence, so as to supply only two types of messages : the regular heart-beat, or the warning message.
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				WHAT IF...

			

		

		
			
				WHAT IF...

			

		

		
			
				WHAT IF...

			

		

		
			
				... the Edge Machine Learning al-gorithm could contextualize the surrounding’s noise to automati-cally transmit warning and critical threat data ?

			

		

		
			
				... the Edge intelligence could also analyze the situation and context to provide a doubt index to the classification result ?

			

		

		
			
				... a hacker manages to break-in and generate random warning messages ?
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				INTERNET OF MILITARY THINGS

			

		

		
			
				Problem to solve

				Purpose

				Function

				What’s distinctive

				Success factors

				Components

				Characteristics

				Recyclability

				Upcyclability

			

		

		
			
				IOT Sensor

			

		

		
			
				IOT Actuator

			

		

		
			
				Topic

			

		

		
			
				What, When, Where, Why, Who

				My IOMT’s purpose is to … 

				It has the ability to …

				Compared to …, it also … 

				To be successful, My IOMT will …

				It will consist of the following components …

				Sensitivity, Protection, Lifetime, Range, Response time,

				When done with its military purpose, it can be …

				My IOMT can be done using existing …
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					Innovators !

				

			

			
				
					CALL TO

				

			

		

		
			
				IT IS YOUR TURN

				The frontline of the battlefield has been defeated several times with the same scenario despite all the IOT sensors and actuators already dispatched. 

				Describe precisely the scenario (What, When, Where), figure out Why the IOT sensors or actuators fail, and Who is the right person/team to improve. 

				Answer as precisely as possible the questions below to prepare the future IOT. Use the options, dri-vers and trends of technology subsystems in chapter II to prepare the future IOMT. Try to keep the concept as simple as possible.

				Start by selecting a relevant topic. Examples : Population, Education, Water, Cyber, Supply-Chain, Maintenance, Energy, Network. Unmanned, Robotics, …
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				Using this framework provides a way to map the potential of the future IOT.

				Maximise his chance for it to become real.

			

		

		
			
				Technology at Play
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				FRAMEWORK

			

		

		
			
				VISION

			

		

		
			
				SKILLS

			

		

		
			
				PLAN

			

		

		
			
				INCENTIVE

			

		

		
			
				RESOURCES

			

		

		
			
				Know where to go to avoid confusion

			

		

		
			
				Incentivize with purpose to prevent resistance

			

		

		
			
				Ensure availability of resources to avoid frustration

			

		

		
			
				Mobilize the right skills to avoid concerns

			

		

		
			
				Define how to activate a plan to avoid inertia
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				INERTIA

			

		

		
			
				CONCERNS

			

		

		
			
				CONFUSION

			

		

		
			
				RESISTANCE

			

		

		
			
				FRUSTRATION
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				INTERNET OF MILITARY THINGS

			

		

		
			
				Imagine your Internet of Military Things, operating on terrestrial and non-terrestrial-network integra-tions (Space-Air-Ground-Sea Integrated Networks); think about quantum encryption, and bio-ins-pired IOT technologies for tactical, military, and civil protection applications.
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					Semiconductor

				

				
					Sensor

				

				
					Actuator

				

				
					Network

				

				
					Security

				

				
					Energy
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				Combine the Options
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				What if ?
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				WHAT IF

				smart-dust sensors could be spread dissemi-nated and auto organize their reports. Purpo-se: provide real-time data to complement si-tuational awareness ?

				WHAT IF

				Bio-mimicry suggests protein activation to convey messages. What If the IOT sensors and actuators could convey the information using proteins instead of wireless radio transmission?

			

		

		
			
				WHAT IF

				fixed wing Unmanned Aircraft Vehicles (UAV) would carry RISs affixed under the wings ? Those RIS UAVs could be orbiting above the terrain for which an extension of the LoS is re-quired, providing a superior telecom advan-tage.

				WHAT IF

				the Personal Locator Beacon could concen-trate and direct the transmission to a specific area ?

			

		

		
			
				WHAT IF

				all the solid-state electrolyte material compo-nents be so abundant and harmless to the en-vironment ?

				WHAT IF

				the protective case consisted in total or partial-ly of the solid-state structure of batteries ?

				WHAT IF

				the artificial intelligence could assist to identify precisely where and when to direct the energy harvester ?

			

		

		
			
				WHAT IF

				light and flexible cellulose-semiconductors, built with renewable natural compounds, would combine its characteristics to interfere directly with microorganisms ?

				WHAT IF

				trade restrictions would limit the usage of quantum super powers to several happy few ?

				WHAT IF

				Will the augmented soldier benefit from dis-posable skin patch to monitor his operational ability?

			

		

		
			
				Internet of Military Things
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				Semiconductor
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				WHAT IF

				quantum sensors with multiple entangled ions could overcome GNSS frequency jamming, re-taining high accuracy timing and navigation capability on the battlefield ?

				WHAT IF

				advanced sensing technology could reproduce the tactile perception and convert to relative sensation for remote sensing feedback ?

			

		

		
			
				WHAT IF

				the future quantumSIM could understand who we are, harness the power of AI and quan-tum computing safely to guarantee personal privacy ?

				WHAT IF

				the combination of bio-electronics with quan-tum algorithms and machine learning would provide the ultimate link to our un- compromi-zable digital twin ?

			

		

		
			
				WHAT IF

				the edge machine learning algorithm could contextualize the surrounding’s noise to auto-matically transmit warning and critical threat data ?

				WHAT IF

				the Edge intelligence could also analyze the situation and context to provide a doubt index to the classification result ?

			

		

		
			
				Sensors

			

		

		
			
				Cyber-Security

			

		

		
			
				Edge-Computing

			

		

		
			
				WHAT IF

				the visibility of encryption keys could be hidden from the network ? Adopting a zero trust archi-tecture with separated network segments could reduce the visibility of cryptography key storage.

				WHAT IF

				a hacker manages to break-in and generate random warning messages ?
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				MOBILE COMMUNICATION FROM ITS ORIGINS

			

		

		
			
				Appendix 1

			

		

		
			
				1G

				The 1980s saw several countries launching their own voice-communication network initiatives. The 1G networks were not necessarily compa-tible and interoperable between countries. The information was analog transmission, prone to many weaknesses. Among them, the clear over-the-air voice transmission that could be captured by any radio amateur suffered from the lack of privacy in conversations, the hando-ver between cells suffered reliability, and the limitation of density with limited bandwidth and time switching mechanisms.

				2G

				Early 1990s, the GSM (Global System for Mobile Communication) standards were introduced for better interoperability between countries. The GSM 2G was based on Time Division Mul-tiple Access (TDMA) and Code Division Multi-ple Access (CDMA) as digital modulation tech-niques, with ability to carry both voice and short message services (SMS). Digital voice and data was introduced, offering improved secu-rity and privacy in telephone calls. With digital voice encoding, simple eavesdropping with a radio scanner on the transmission frequen-cy became useless. The standard called for a specific signaling channel, data confidentiality and mobile station authentication with the introduction of the SIM card. Many services in use today are built on the grounds of the 2G standardization effort. Among them, SMS, in-

			

		

		
			
				ternal roaming, conference calls, call hold, bil-ling based on usage.

				The 2.5G is the first data transfer connected to the internet network, developed between 2000 and 2003 based on technology evolu-tions. The GPRS (General Packet Radio Service) and EDGE (Enhanced Data Rates for GSM) were included in the GSM standards. With flexible data transmission rates, GPRS provides a continuous connection with the network re-sulting in users being charged for the amount of data transfer rather than connection time. The GPRS sets a strong milestone in the wire-less as a service.

				3G

				In 2000, the 3G network was launched on the basis of 2G to offer communications and inter-net access at 2 Mbps. Services like web brow-sing was just starting to become wireless. TV streaming, or video streaming weren’t acces-sible, but the digitalization of those services was still in its infancy. Security limitations of the 2G were improved, providing two way au-thenticating, resulting in Authentication and Key Agreement (AKA).

				With 3.5G, faster data rates was achieved using High-Speed standards HSUPA, HSDPA, and EVDO. Those improvements started suppor-ting high-quality video applications with hi-gher data rates compared to prior generation.
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				4G

				Launched in 2010, the 4G differs from the previous standards by bringing the Ethernet IP protocol to wireless radio. Consequently, the completely IP based system provides an extension to terrestrial internet services like high-speed, high-quality, and high-capacity services, VoIP and multimedia, with improved security. The 4G standard introduced packet switching as well as an all IP network in the Long Term Evolution (LTE) standard, carrying also the benefits of seamless handover from previous generations of infrastructure.

				Notice that the 4G became the first truly inter-nationally deployed mobile communication network worldwide. Before, there were still countries, like Japan, who were using their own proprietary, and very competitive, technologies.

				5G

				5G networks have started their expansion in the early 2020s. The primary promise of 5G is to radically increase the security and quantity of objects connected to the mobile network, with a much higher data throughput and re-duced latency. High-quality of services is beco-ming ubiquitous with the spread of 5G, ope-ning the path to new innovative usages and applications such as smart cities by connecting sensor networks, traffic management, connec-tion to self-driving cars and other virtual and augmented reality applications. Its high-speed connections could enable better remote sur-

			

		

		
			
				gery and other telemedicine, help companies automate their factories and offer businesses dedicated high-speed internet lanes. Security concerns over the 5G comes from the fact that, for the first time in modern history, China took the lead over occidental countries in the in-frastructure development.

				The 5G-NTN, for Non Terrestrial Network, is pa-ving the way to 6G, which is intended to offer a worldwide satellite coverage of the mobile network, provided that the mobile equipment can be in view of the sky.

				6G

				Different initiatives are on the way for the defi-nition of the 6G-NTN. Among them, the Euro-pean Telecommunication Standards Institute (ETSI) has kicked-off the standardization pro-ject. The usage of artificial intelligence to sense and shape the network is foreseen to exploit the full potential of radio signals operating in the terahertz segment. The inclusion of sen-sing capabilities intrinsic to the network pre-sents many opportunities and challenges. Also, the Non Terrestrial cell-free concept opens to vertical extension of the communication to both ground and airborne terminals.
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				SYMMETRIC VS. ASYMMETRIC CIPHERING

			

		

		
			
				Appendix 2

			

		

		
			
				SYMMETRIC CRYPTOGRAPHY

				is used for file encryption or to encode data flows. It is the easiest to understand.

				With symmetric cryptography the same key is used to cipher and decipher a message. Until today, the most secure algorithm is the AES256. AES stands for Advanced Encryption Standard, and 256 is the key length, expressed in number of bits. The United-States National Institute of Standards and Technology (NIST) has approved the AES256 for security usage within the Department of Defense.

				However, since the same key is used for ciphe-ring and deciphering of the message, its ma-nagement is of highest criticality. The process consisting of generating, storing, sending to the distant party, the said distant party being also responsible for securing this key, must be under very careful scrutiny. It is advised to carry external audits to challenge the management of symmetric cryptographic keys.

			

		

		
			
				ASYMMETRIC CIPHERING

				is used to encode small quantity of information due to the intense processing time. Asymme-tric encryption is a set of mathematical opera-tions that can be performed with one key and verified or undone with another key. The first is usually the Public Key, while the second is the Private Key.

				A public key is distributed by the recipient, for the originator to cipher a message, the said message can only be deciphered by the secret key kept privately by the recipient. Picture the battle scene from ancient times. Generals A, B and C had to exchange messages for proper synchronization of their operations. Prior to the battle, they all agreed to share their public key, and retain for themselves their secret key. Assuming the messenger got captured while travelling from A to C. His ciphered message could not be read, AND could not be corrup-ted, AND only C could de-cipher the message, back to original.
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				Acronyms
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				AES Advanced Encryption Standard 

				AI Artificial Intelligence 

				AKA Authentication and Key Agreement ASIC Application Specific Integrated Circuit BCI Brain Computer Interface 

				C4ISR Command, Control, Communications,

					Computers, Intelligence, Surveillance, 	and Reconnaissance 

				CDMA Code Division Multiple Access 

				CMOS Complementary Metal Oxide Semi-		conductor 

				CNN Convolutional Neural Networks 

				CPU	Central Processing unit 

				DNA Deoxyribonucleic acid DoS Denial of 	Service 

				EDGE Enhanced Data Rates 

				eFPGA Embedded FPGA 

				ELT Emergency Locator Transmitter 

				eSIM embedded Subscriber Identification 	Module 

				ETSI European Telecommunication Stan-		dards Institute 

				FPGA Field Programmable Gate Array 

				GAN Generative Adversarial Networks 
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				Information has always been at the center of warfare. Sharing real-time information between sectors is a critical aspect involved in managing the battlefield.

				Many innovative tools, protocols and algorithms overwhelm the present of the IOT*. Shaping the futurs with all of them is like resolving a Rubik’s multicahedron** with n particles on each side. By chance, several patterns already exist between the sides, improving the chances to trace a path that’ll lead somewhere.

				IOT is a complex mix of interdisciplinary domains like mobile computing, software architectures, embedded firmware, wireless communication technologies, secu-rity, networking, sensing technologies, energy efficiency, information management, data analytics and artificial intelligence.

				As the society adapts to an increasingly complex security environment, it is impe-rative to understand how to harness the power of technological improvements and what to operate within new geopolitical contexts. Investments in C4ISR systems and infrastructure to analyze and disseminate data is how advanced military orga-nizations will make the difference.

				Fasten your seat belts, we’re engaging in a fascinating road-trip. From vision to exe-cution, from chip to solution, get ready. The world of augmented possibilities gets available to shape our Futurs.
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